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ACCEPTABLE COMPUTER SYSTEM USE

The School Board provides a computer system, direfuthe internet, to promote educational excebehyg
facilitating resource sharing, innovation and comration. The term computer system includes harewsoftware,
data, communication lines and devices, terminalgitgrs, CD-ROM devices, tape drives, servers, fraine and
personal computers, the internet and other intemnakternal networks.

All use of the Division’s computer system must (3¢ in support of education and/or research, orf¢2)
legitimate school business. Use of the computstesy is a privilege, not a right. Any communicat@nmaterial used
on the computer system, including electronic mabtber files deleted from a user’s account, maynoaitored or read
by school officials.

The Division Superintendent shall establish adraiive procedures, for the School Board's approval
containing the appropriate uses, ethics and prbfocthe computer system. The procedures shellide:
(1) a prohibition against use by division employees atabents of the division’s computer equipment and
communications services for sending, receivingying or downloading illegal material via the Intetn
(2) provisions, including the selection and operatidnaotechnology protection measure for the divisson’
computers having Internet access to filter or blbmtkrnet access through such computers, thattsegtevent
access to
(a) child pornography as set out in Va. Code § 1842-B1 or as defined in 18 U.S.C
§ 2256;
(b) obscenity as defined by Va. Code § 18.2-372 or WS 1460; and
(c) material that the school division deems to be hakrtd juveniles as defined in Va. Code § 18.2-390,
material that is harmful to minors as defined in43%.C
8 254(h)(7)(G), and material that is otherwise prapriate for minors;
(3) provisions establishing that the technology prabecimeasure is enforced during any use of the [inis
computers by minors;
(4) provisions establishing that the online activiidésninors will be monitored;
(5) provisions designed to educate students about ppate online behavior, including interacting witither
individuals on social networking websites and iatatooms and cyberbullying awareness and response;
(6) provisions designed to prevent unauthorized ordioeess by minors, including “hacking” and otherawrill
activities by minors online;
(7) provisions prohibiting the unauthorized disclosuriee, and dissemination of personal informatiorardiog
minors; and,
(8) a component on Internet safety for students thategrated in the division’s instructional prograsidescribed
by the Virginia Department of Education Superinemts Memo #69 (dated March 23, 2007).

Use of the School Division’s computer system shallconsistent with the educational or instructionesion
or administrative function of the Division as wels the varied instructional needs, learning stydédslities and
developmental levels of students. The Divisiom@mputer system is not a public forum.

Students and/or their parents or other legal gaastshall annually or otherwise entering a scheakive and
sign an acknowledgment of this Policy and retumes#o the appropriate school. The school shall tagira record of
the signed acknowledgments.

All employees shall annually or otherwise enterngployment, receive and sign an acknowledgmeritisf t
Policy and return same to the appropriate schdw.ldcation of employment shall maintain a recdrthe signed
acknowledgments.
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The School Board is not responsible for any infation that may be lost, damaged or unavailable wisémg
the computer system or for any information retribwéa the Internet. Furthermore, the School Boailtl not be
responsible for any unauthorized charges or femdtheg from access to the computer system.

The school board will review, amend if necessang] approve this policy every two years.

Adopted: July 6, 2005

Revised: July 12, 2010

Legal Refs: 18 U.S.(88 1460, 2256.
47 U.S.C § 254.

Code of Virginia, 1950, as amended, 88 18.2-372-384.1:1, 18.2-390, 22.1-70.2, and 22.1-78.

Cross Refs.:  GCPD Professional Staff Members: @onh6tatus and Discipline
GDPD Support Staff Members: Contract Status@isdipline
JFC Student Conduct
JFC-R Standards of Student Conduct
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